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@ Video control system. 

@ A video control systems includes a central facBity (11) and a tenninal (10). Vkleo program meare 
provded the terminal with a video program induding a series of telev'ston fields tnchiding a first tbld 
containing both a random digital code encrypted according to a code encryption key and program 
identification data, and a second field containing an unlnteilrgWe video s^nal prevbusly transformed 
from an intelligible video signal according to the random d^ital code. The terminal (10) Indudes means 
(22) for sending the program identification data to the central faclity (11). The central fecBity bichwJes a 
data base (19) for storing and retrieving at least one code encryption key conrespondtng to the program 
identification data and means (20) for sending the code encryption key from the central facflily (11) to 
the terminal (10). The terminal (10) further indudes means (22) for receivmg the code encryption key 
from the centrai facaity, decrypting n^ns (23) for decrypting the encrypted dgftal code of the first 
frame in accordance vinth the code encryption key and means (24) for transforming the uninlell^ible 
video signal of the second frame to the intelligible video signal using the decrypted random d^tal ccxie. 
The video program nteans may transmft the program to said terminal (10) or be located at the termkial 
(10) for playing a video recording medium storing the program. 
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This invention is concerned with video control 
systems. It is desirable to provide a video control sys- 
tem which decrypts encrypted broadcasts or recorded 
copies of video material such that the subsequent 
viewing is controlled. This allows the owner to either 
forbid viewing, or coHect revenue at his or her diso'e- 
tion. 

In the prior art, a software distribution system is 
known wherein a computer program is downloaded 
once, followed by an access key to allow use of it on 
each subsequent use. This system uses a dynanv'c 
key that constantly changes, and is directly related to 
a user's decoder box, both by ID and an internal 
dynamic counter 

Also known is a video system that autonomously 
controls the viewing of a recording for either 24 hours 
or once only. It does not have the power of control 
desired. 

Accordingly the present invention provkles a 
video system comprising: a central facility; a terminal; 
and video program means for providing to said termi* 
nal a video program including a series of television 
fields including a first field containing both a random 
digital code encrypted according to a code encryption 
key and program Menttfication data, and a second 
field containing an unintelligible video signal previ- 
ousfy transformed from an intelligible video signal 
according to said random digital code; said terminal 
including means for sending said program identifh 
cation data to said central facHlty; said central facility 
including a data base for storing and retneving at least 
one code encryption key corresponding to the prog- 
ram identifrcation data and means for sending said 
code encryption key from said central facility to said 
terminal; said terminal further Including means for 
receiving the code encryption key from said central fa- 
cility, decrypting means for decrypting the encrypted 
digital code of said first frame in accordance with said 
code encryption key and means for transforming said 
unintellrgil^Ie video signal of said second frame to said 
intelligibie video signal using the decrypted random 
digital code. 

One embodiment of the invention will now be des- 
cribed, by way of example, with reference to the 
accompanying drawings in which: 

Figure 1 is a block diagram of a video system 

embodying the invention; and 

Figure 2 shows an encryptk>n arrangentent 

according to the invention. 

Reference is made to Figure 1 which is a block 
diagram of a video system 10 embodying the inven- 
tion. The video system comprises a central facBity 11 , 
a terminal 12, and a duplex communication link 13 be- 
tween central facOity 1 1 and terminal 12. An overview 
of the system is first given. 

TennlnaJ 12 is provided with a video program 
including a series of television fields including a ftrst 
fteld containing both a random digital code encrypted 



according to a code encryption key artd program iden- 
tification data, and a second fteld containing an unin- 
telligible video signal previously transfomned from an 
intelligible video signal according to the rartdom digital 
5 code. 

The vMeo program may be transmitted by broad- 
cast, cable, satellite, fiber, or any other transmission 
medium 14. Alternative the video program may be 
stored on a video recording nrwdium 15 such as mag- 
70 netic tape or video disk and played by player 1 6. The 
unintelligible video signal may be either ana tog or digi- 
tal. 

A second field has a vertical blanking interval con- 
taining both a random digital code encrypted acoord- 

15 ing to a code encryption key and p^og^ 
identification data, is followed by a third field contain- 
ing an unintelligible video signal previously transfor- 
med from an intelligible video signal according to the 
random digital code of the second field. 

20 Terminal 12 includes means 17 to store terminal 
identification data and means to send to the central fa- 
cility 1 1 the temiinal identification data and the prog- 
ram identification data over link 13. 

Central fadlity 1 1 includes a data base 1 9 for stor- 

25 ing and retrieving at least one code encryption key 
corresponding to the program identification data, 
means 20 for sending the code encryption key from 
the central facility 1 1 to the terminal 12, and means 21 
for generating billing data t>ased on both terminal 

30 kientification data and program Identification data. 

Terminal 1 2 further including means 22 for receiv- 
ing tiie code encryption key from central facQity 11, 
decrypting means 23 for decrypting tiie encrypted 
random digital code of the first frame in accordance 

35 with the code encryption key, and means 24 for trans- 
fonning the unintelligible video signd of the second 
frame to the intelligible video signal using the decryp- 
ted random digital code. 

Each terminal 12 may have a terminal specific 

40 encryption key and means 1 8 to send to the central fa- 
dlity the program identification data and the termini 
1 1 identification data encrypted according to the ter- 
minal spedftc encryption key. The central fedlity 1 1 
has means for storing a duplicate of the terminal 

45 specie encryption key. means for encrypting the 
code encryption key according to the tenninal spedfte 
encryption key; and means for sending the encrypted 
code encryption key from central fecOfty 1 1 to terminal 
12. 

50 Terrranat 12 further indudes means 22 for receiv- 
ing the encrypted code encryption key from central fa- 
dlity 1 1 , decryption means 23 for decrypting tfie code 
encryption key according to the terminal specific 
enoyption key, and decrypting the encrypted random 

55 digital code of tfie ftrst frame in accordance witii tiie 
code encryption key. and rrmans 24 for transfonnrung 
the unint^ligitrie vkleo signal of the second frame to 
tiie inteOtgSyle video signal using the decrypted rarv 



3 



3 



EP 0450 841 A2 



4 



dom digital code. 

Tenminal 12 tncfudes means to encrypt the termi- 
nal fdentiflcatlon data according to the terminal speci- 
ftc encryption key, means to send unencrypted 
temnina! identification data and encrypted terminal 5 
identification data to the central facility, which in turn 
includes means to compare unencrypted and encryp- 
ted terminal identiflcation data to verify temiinal iden* 
tity. 

A plurality of code encryption keys may be used io 
for one program wherein a desired code encryption 
key IS selected from the plurality of code encryption 
.keys in accordance with code encryption key identifi- 
catbn data corresponding to the random digital code. 

Varfous features of the system are now discussed is 
in more detail. 

System 10 controls the viewing of video prog- 
rams, by whteh is meant any video material, either 
transmitted or recorded, in television fonmat consist- 
ing of a series of fields of lines. Two interlaced fields 20 
make up a television frame. 

VTtdeo programs are rendered unintelligible, e.g. 
scrambled, by any analog or d^ilal method, and are 
made lnte)ligit>le, e.g. descrambled, using random 
dig^ codes located in fields. The random digital keys ?5 
are themselves encrypted, and decrypted by a one or 
more key obtained from a database located at the 
centra facQity, ak>ng with user-specific information at 
the time of viewing. The system does not stop copy- 
ing, it controls viewing, wh Oe protecting revenues. As 30 
such. It can encourage copying, which could ease the 
distribution Issue by controlling the playback such that 
revenue can be collected each time. 

Preferably duplex communication link 13 is a con- 
tinuous data channel t)etween a terminal and a central 35 
facOlty such as an ISDN D-channel or by ntodem over 
a regular phone line. 

The video program is encrypted, and needs a 
decrypter in the tenrunal for viewing. The decrypter 
uses data mnbedded in the video program along with 40 
a data access to correctly p^orm the decryption, so 
the process Is completely controlled. The embedded 
data and key transfer from the remote database may 
be protected with public dontain encryption techni- 
ques, provkling h^ level security before first viewng. 45 

The vMeo program be recorded as is, but it 
Is stiil unviewable. To view it. the decrypter is used, 
along with the encrypted emt^edded data, and an 
access to a secure database, to perfonm the decryp- 
tion. Recordings nmy be freely copied, but remain 50 
unviewable unless used w^ the decrypter. 

To view the programs requires access to the 
datatiase i^ng encrypted data transfer. This process 
yields the control of the video program, whether 
reccmfing or trans missicm. The decrypter requires 55 
one or mora keys tf^ arrives from the database. To 
get the key, information from the video program as 
weU 83 terminal identScatton is sent to the datal^ase. 



A direct Electronic funds Transfer (EFT) debit can 
t>e perfonned using the information. It the program is 
a video store copy, the EFT could include the store fee 
and the copyright fee. Note that the video distribution 
to video stores becomes trivial, as they are encour- 
aged to take a direct recording with a video store key, 
along with their authorized converter box, and make 
as many copies as they like. The revenue control 
takes place at viewing time. This encourages a share- 
ware type of distribution. 

A passkey can be sent to the database, to allow 
viewing of questk>nable taste films by adults, control- 
ling access by minors. 

On the first access, the database w3l captore a 
signature derived from the user^s equipment and the 
recording, and store it for subsequent tracking. As 
there is a compelled database access in this process, 
data on usage may be collected. This same process 
may be used for revenue collection. 

The system preferably uses at least one 
downloadable key. an encrypted video program that 
uses the key for decryption, and data stored in a field 
of the video program. It may be implemented in an all 
digital, analog, or mixed analog/digital environment 

The video programs are encrypted, with data 
relating to the programs, e.g. where and when, who 
transmitted It The data may also contain part of the 
decryption key. This [nformatk>n would be extracted 
from the signal, and used to access a database, main- 
tained by the program's owners, to obtain an encryp- 
ted key for the decrypter. After a subscriber and/or a 
credit check is successfully completed, the one or 
more keys would be transmitted. At this tin^e the 
owner has obtained usage data, with a specific user's 
ID. and has the option of billing him. If it is a free pro- 
gram, at lea^ the viewer data is avaBable. 

If a user records a transmission or another 
recording, he captures the encrypted signal, alorig 
with embedded data, as described above. This 
accomplishes the signature part of the process. A 
recording created by this method may be on a regular 
VCf^ but is encrypted and tndhrtdually marked. Copy- 
ing a recording does not affect the system, as the rere- 
cording is only usable with the corre^^ keys. 
Potentially, the first few minutes of a program might t>e 
viewable without the need of a key, to allow the user 
to see what the contents of the program are, as well 
as to aDow tkne for the database access and key 
synchronization process. 

To play a recording back, it is necessary to re-ot>- 
teiln the one or more keys. The comblnatton of data 
stored In a field ts used to access the database. Bef- 
ore the keys are made avanal}le, there is a check that 
the terminal identiftcatton and the emt>edded data 
matoh. 

in the case wtiere'm a recc»'ding is rented from a 
vkieo store, a code may klentify the store. The datat>- 
ase recognizes the recording as a rental copy, and 
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charge either the user or the video store a fee. tf the 
recording Is viewed a second time, the charge is 
repeated. In the event a copy is made, when it is 
played, the datat>ase will identify the originating video 
store, tmt not the actual copier. However, if validation 
is performed at rental time, there would be some 
measure of control. If the entire charging process 
were to be reversed, such that the viewer canries all 
the liability for charges, then copying is encouraged, 
as per shareware, and the distribution problem is mini- 
mized, while revenues are maintained on a usage 
basis. 

The program's owner has the responsibility to get 
a secured copy to whoever deals with the distribution 
of the programs. The programs are encrypted, and 
require a database update to enable viewers to make 
use of the program. The viewer has a terminal includ- 
ing a decrypter, linked to the central facSity's datab- 
ase via an automatic dial-up, that, when enabled, 
decrypts the video program. As appropriate, there can 
be credit checks and billing from the database, as well 
as statistics collection. 

The encryption has two levels, one for protection 
of video decryption codes on the program, and one for 
protectton of messages between the tenninal and the 
central facOity. Both may use the NBS Data Encryp- 
tion Standard (DES). 

DES encryption and decryption may be 
implemented with a commercial Motorola 6659 Data 
Security Device or sirmlar product at the terminal and 
at the central facility. 

The decryption code itself is protected by being 
DES-encrypted. The decryption key is not on the 
video program but is retained in the database at the 
central facility. A program identification number and a 
decryption key number allow the central fac9Sy to 
recover the decryption key itself and send it to the ter- 
minal for decrypting the decryption codes. 

A different DES decrypUon key Is not required for 
every field. One key can span several fields. DES key 
requests and acknowledgements from the terminal 
may also act as keep-aHve messages to the central fa- 
c3ity. 

DES decryption keys are transmitted from the 
central facility to the terminal protected by a higher-le- 
vel DES "session" key. tenninal requests for new keys 
83 the tape progresses are also protected by the DES 
session key. This key is generated by the central fa- 
cflity at the beginning of the session and remains vaftd 
for the duraUon of the session. The terminal begins 
the session using a terminal-unique DES key stored 
in a ROM. 

Frame contents are transferred from the Analog 
Subsystem to the DC SS and the decrypted decryption 
code from the DCSS to the Analog Subsystem over 
the analog tnterface shown in the Figure. Transfer of 
data tjetween the subsystems may be coordinated by 
means ol the vertical and horizontal t)tanking signals 



and their derivative interrupts. 

All iTwssages t>etween terminal and central fa- 
cility use Cyclic Redundancy Code (CRC) checking to 
ver^ message integrity. The CRC-CCnT generating 

5 polynomial generates two blodc check characters 
(BCC) for each ntessage. tf the terminal receives a 
message that is not verified by the BCC, It sends a 
request (ARQ) to the central facBity to retransmit the 
last nrtessege. The central facQtty does not attempt to 

10 ARQ garbled messages. It discards them and waits 
for a terminal to send again. 

Message exchange in the VCS is by a positive 
acknowledgent schenr>e in which a response of some 
kind is expected for every message sent For 

IS example, a terminal expects a DES decryption key 
message after it sends a request for the same; the 
central facility expects a key receipt acknowledge 
after it sends the key message. 

When a user begins to play a protected program, 

20 the lemDinal initiates a session by sending a "session 
starT message (STS) to the central facility containing 
user and program identifications. The message con- 
tains message type, user number and CRC code in 
the clear, but the balance of the message is DES- 

25 encrypted wUh the inftlal DES session key stored in 
the terminal ROM. (The user identificatkm Is also 
stored in ROM.) The central facQity uses the unen- 
crypted data to access its database and find the user 
DES value for decrypting the remainder of the mes- 

30 sage. 

The central facility authenticates the message by 
comparing dear and decrypted user numbers. If the 
user numbers are Identical, the central factli^ then 
conHnns that the program serial number is valid. The 

35 central facility may also check user credit If all is well, 
the central facBity accepts the session and generates 
a new (and random) DES key that is unique for that 
session. It encrypts this using the initial user value in 
the datat>ase and sends it to the terminal, which deo- 

40 rypts the message and stores the new value in Its 
database (MCtJ RAM) as the session key for the 
remainder of the session. 

The central facility then uses the tape and decryp- 
tion key number in the STS message to recover a set 

45 of DES decryption keys for the program from the 
database. These are encrypted with the session key 
and sent to the terminal at the start of a sesskm or dur- 
ing the course of a session. 

The termini generates session start, key ack- 

50 nowledgement. and ARQ messages. The central fa- 
caity responds In kind. Both the central facility and the 
terminal generate and verify block check characters. 

The preferred enDt>odiment aruj best mode of 
practicing the invention have been described Atter- 

55 natives now w31 be apparent to those skilled in the art 
in light of these teachings. Aoccffdtngly the invention 
is to be defined by the foSowing claims and not by the 
particular examples given. 
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Claims 

1. A video system compnsing: 
a central fadltty: 

a terminal; and 5 
video progrann means for providing to said termt' 
nal a video program Including a series of televi- 
sion fields including a first field containing both a 
randmn d'^ital code encrypted according to a 
code encryption key and program identification io 
data, and a second field containing an untntellig- 
it)le video signal previously transformed from an 
intelUgibte video-signal according to said random 
digital code; 

said temiinal including means for sending is 
said program identirication data to said central fa- 
cility; 

said central facility including a data base 
for storing and retrieving at least one code 
encryption key corresponding to the program 20 
identification data and means for sending said 
code encryption key from said central facility to 
said terminal; 

said terminal further Including means for 
receiving the code enoyption key from said cent- 25 
ral facility, decrypting means for decrypting the 
encrypted digital code of said first frame in 
accordance with said code encryption key and 
means for transfonming said unintelligible video 
signal of said second frame to said intelligible 30 
video signal using the decrypted random digital 
code. 

2. The system of dabn 1 wherein a plurality of code 
encryption keys are u^d for one program, and 3$ 
wherein a desired code encryption key is selected 
from said phirainy of code enoyption keys In 
accordance with code encryption key klentifi- 
catk>n data corresponding to the random digital 
code encrypted wl^ said desired code encryption 40 
key. 

3. The system of datm 1 or 2 wherein said video pro- 
gram means is means for transmitting said prog- 
ram to saM terminal. 45 

4. The system of daim 3 wherein saki means for 
transmitting is a CATV system. 

5. The system of any one of dairris 1-4 whereh: so 

said temtfnal furth^ includes nteans to 
store terminal identiftcation data and a terminal 
spedftc encryption key; and means to send to 
saU central fac9ity saki temunal tderttfficatton 
data with said program ktentification data; 55 

said central facil&y (Urther indudes means 
for storing a dui^icate of saki terminal spedftc 
encryption key; means for encrypting saki code 



encryptbn key according to satd terminal speciftc 
encryptbn key; and nwans fw sending the 
encrypted code encryption key from said central 
facility to said terminal; and 

said terminal further further indudes 
means for receiving the encrypted code encryp- 
tion key from said central facility; and decryption 
means for decrypting said code encryption key 
according to said terminal specific encryption 
key. 

6. The video system of any one of dainr^ 1-4 whe- 
rein: 

said tenminat further indudes means to 
store temiinal identtficatbn data and a terminal 
spedfic encryption key; and means to send to 
said central fadlity said program ktentrfication 
data and saki terminal ldenttficatk>n data. 

said central fadlity further indudes means 
for provkling a sesston encryption key; means for 
encrypting said session encryption key according 
to said terminal specific encryption key; means 
for sending the encrypted session encryption key 
from saki central facility to said terminal; 

means for encrypting said code encryptton 
key according to said encrypted session encryp- 
tion key; and means for sending the encrypted 
code encryption key from said central facility to 
said terminal; and 

said terminal further indudes means for 
receiving the encrypted sessbn encryption key 
from said central facility; decryptbn means for 
decrypting said session encryption key according 
to said terminal specific encryption key, means 
for receiving the encrypted code encryption key 
from said central fadlity; and decryption means 
for decrypting saki code encryption key according 
to sak) session encryption encryption key. 

7. The system of daim 5 or 6 wherein said terminal 
includes means to encrypt said terminal identifl- 
catk)n data according to said terminal spedfic 
encryption key. and mearts to send unencrypted 
terminal ktentificatk)n data and encrypted termi- 
nal kientifk:atk>n data to said central fadlity, and 
said centra] fadlity indudes means to compare 
unencrypted and encrypted tenninal kientiftcation 
data to authenticate terminal klentity. 

8. The system of any one of claims 5-7 wherein saM 
central fadlity further indudes means for generat- 
ing bming data b^ed on said tenrunal Identifi- 
cation data and said program identiftcatkm data. 

9. The video system of any one of daims 1-6 whe- 
rein said video program niearts \a a means 
located at said terminal fcH* (laying a video record- 
\ng ntedium storing said program. 
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10. A video recording medium storing a video prog- 
ram including a series of television fields indud* 
ing a first field containing both a random digital 
code encrypted according to a code encryption 

key and program Identiftcatton data, and a sec- 5 
ond field containing an uninteQigible video signal 
previously transfonmed from an intelligible video 
signal according to said random digital code. 

11. The medium of claim 10 wherein a plurality of io 
code encryption keys are used for one program. 

and wherein a desired code encryption key is 
selected from said plurality of code encryption 
keys in accordance with code encryption key 
identification data corresponding to the random 75 
digital code encrypted with said desired code 
encryption key, 

12. The medium of dalm 10 or 11 wherein said sec- 
ond field has a vertical blanking interval contain- 20 
ing both a random digital code encrypted 
according to a code encryption key and program 
klentifi cation data, and is followed by a third field 
containing an unintelligible video signal previ- 
ously transformed from an intelligible video signal 25 
according to said random digital code of the sec- 
ond field. 
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